HupopmannoHHas naMsITKA 110 BOMPOcaM KHGepOe30nacHoCTH

B ceTH «MHTEpHED)

KoMmnboTepHble BUPYCHI

KoMIbloTepHBI BHUPYC - 3TO Pa3sHOBHUAHOCTH KOMIIBIOTEPHBIX IIPOTPamM,
OTJIMYUTENEHON OCOOEHHOCTBIO KOTOPOM SBJSIETCSI CIIOCOOHOCTH K Pa3MHOXKEHHIO
(kormpoBaHUIo). B momonHeHne K 3TOMY, BUPYChl MOTYT IOBPEIUTH WIH IOJHOCTBIO
YHUYTOXHUTh BCe (aiyibl W JaHHBIE, IOJAKOHTPOJbHBIE IIOJB30BATENIO, OT HMEHU
KOTOpOro ObLTa 3alylieHa 3apak€HHas I[porpamMma, a TaKXKe IOBPEIHUTL WM Jaxe
YHUYTOKUTE OIEPAIIOHHYIO CHCTeMy CO BceMH aiiamu B LenoM. B GonpmmHcTBE
CJydaeB paclpOCTPaHSIOTCS BUPYCHI 4Yepe3 HHTEPHET.

MeToabl 3alIUTHI OT BPEAOHOCHBIX IPOrPaMM:

1. Hcmoas3yliTe  COBpEeMEHHBIE  OINEPAallMOHHBIE  CUCTEMBI, HMMEIOIIME
CepbE3HBIA YPOBEHb 3aLIUTHI OT BPEIOHOCHBIX IIPOTPaMM;

2.  TlocrosHHO ycTaHaBnIWBaWTe MmaTuu (LUU(QPOBBIE 3aIlIaTKH, KOTOpHIE
ABTOMATHYECKH YCTAHABJIMBAIOTCS C IEJIbI0 JOpadOTKH IMpOrpamMMbl) U Jpyrue
OOHOBIIEHHUs CBOEH orepanuoHHoN cucTeMbl. CKauyuBaiTe X TOJBKO C OQHULIUAIBHOIO
caiita paspaborunka OC. Eciu cymiecTByeT peXuM aBTOMATHUECKOIO OOHOBIEHHS,
BKJIFOUUTE €T0;

3.  PabortaiiTe Ha CBOEM KOMIIBIOTEpE IIOJ IIpaBaMH IIO/IB30BATEllsd, a4 HE
aJIMUHHCTpaTOpa. OJTO HE II03BOJIUT OONBIIMHCTBY BPEJOHOCHBIX IIPOrPaMMm
HHCTAJUTMPOBATHCS Ha BallleM IePCOHATEHOM KOMIIBIOTEPE;

-+ Hcnone3yiiTe aHTUBHPYCHBIE IPOrPAMMHBIE IPOJXYKTHl  HU3BECTHBIX
IIPOU3BOJIUTENEH, C aBTOMATU4YEeCKUM OOHOBJIEHUEM 0a3;

5. Orpannyte GU3MUECKUHN JOCTYI K KOMIIBIOTEPY JJIsl IIOCTOPOHHMX JIHUII,

6. Vicrionp3yiiTe BHENIHHE HOCUTEIH HHGOPMAIUY, TaKhe KaK (IIEINKa, IUCK
i (aiin u3 HTepHeTa, TOIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oOTKpbIBaiiTe KOMIIBIOTEpHBIE (Daiibl, IOJIYYEHHbIE W3 HEHaIKHBIX
HCTOYHUKOB. Jlaxke Te (aiyipl, KOTOpbIe IIPHCIAIX Balld 3HAKOMBIE. YTOYHHTE,
OTIPABJISI JIX OHU JIaHHbIE (ailibl.

Cern WI-FI

C nomompro WI-Fi MOXHO TMOMy4dTh O€CIUIaTHBIA HHTEPHET-JOCTYII B

0OIIeCTBEHHBIX MecTax: Kade, OTellsX, TOProBEIX [IEHTpax U asporoprax. Tak xe WI-Fi
ABIIIETCS OTJIWYHOM BO3MOXKHOCTBIO BhIXOna B IHTepHer. Ho MHOrwe skcrepTsl

CYMTAIOT, YTO 0bI1enoctymnubie Wi-Fi ceT He sBIsIOTCS 6€30IaCHBIMA.



CogeTbl 110 6e30nacHOCTH PaGoThI B 001e0CTYNHbIX ceTsax Wi-fi:

1.  He nepenaBaiiTe CBOIO JIMYHYIO HHPOPMALIMIO Yepe3 obmenoctynseie Wi-
Fi cetu. PaboTas B HUX, )KeJIaTeIbHO HE BBOAUTH [TapOJIH JOCTYTIA, IOTUHBI H KaKue-JIH00
HOMeEpa;

2 Wcmone3yiiTe 1 OOHOBJSHTE aHTHBHPYCHBIE MPOrpaMMbl U OpaHaMaysp.
Tem cambIM BbI 0Oe3omacute cedsi OT 3aKa4yKK BUpyca Ha CBOE YCTPOMCTBO;

3, [Tpu wucnosnp3oBanuu Wi-Fi orkmounte dyHkuuoo «OO0mwui noctyn K
dbaitam u npuHTepam». [laHHas QyHKIINS 3aKpbITa [10 YMOJIYaHUIO, OJHAKO HEKOTOPbIE
0JTH30BATEH aKTUBUPYIOT e€ IS y100CTBa HUCIIOIh30BaHuUs B paboTe UK yuele;

4. He wucnonp3yiite myOmwunsid WI-FI 1ns nmepemadnm nW4YHBIX JaHHBIX,
HaIIpUMeD, JIJIsl BBIXO/a B COI[UAIbHBIE CETH WM B JJIEKTPOHHYIO [1OYTY;

5. Hcmosnp3yliTe TONMBKO 3amuiieHHoe coequaenue yepes HTTPS, a e HTTP,
T.€. Ipu Habope BeO-anpeca BBoguTe IMEHHO «https:/»;

6. B Mob6uibsHOM Tenedone orkiarounte GyHKUU0 «llonkmrouenue xk Wi-Fi
aBromMaTudyeckm». He morryckalt aBTOMAaTUYECKOro MOIKIIIOUEHUS YCTPOMCTBA K CETSIM
Wi-Fi 6e3 Baiero cormacus.

CouuaJjbHble CeTH

CouupanpHasi CeTh - ATO CaWT, KOTOPBIA IPEeAOCTaBIAET BO3MOXHOCTH JIIOISAM
OCYIIECTBISITh OOILIEHHEe MeX 1y co00il B MHTepHeTe. Yalle BCero B HUX Ui KaXI0T0
YelloBeKa BBIJENSETCS CBOs JIMYHAS CTpaHW4YKa, HA KOTOPOH OH yKas3blBaeT o cebe
pasIMyYHyI0 WH(QOPMAIMIO, HAaYWHAas OT HMEHH, (aMMWIMKM W 3aKaHYMBas JIUIHBIMU
dororpadusiMu. MHOTHE MOJIB30BATENH He IIOHUMAIOT, YTO HH(OpMaLKs, pa3MelleHHasI
UMHU B COLMAJILHBIX CETSIX, MOXKET ObITh HalZieHa M KCIIOJb30BaHa K€M YrOJHO, B TOM
yuclie He 00s13aTeNIbHO ¢ OJlariMU HaMepEeHUSIMHU.

OcHOBHBIE COBETHI M0 0€30MACHOCTH B COLHA/IbHBIX CETSX!

1. OrpaHuuTe CIUCOK Jpy3eil. Y Bac B APY3bAX HE NOIDKHO OBITh CIly4ailHBIX
Y HEe3HAKOMBIX JIFOJCH;

2. 3ainuinaiTe CBOIO YaCTHYIO KM3Hb. He ykaspiBaiiTe mapoiu, TenedoHbl,
azpeca, JaTy CBOETO POJKACHHSI U APYTYIO JHYHYIO MH(OPMALKIO. 370yMBIIUICHHUKH
MOTYT MCHOIB30BaTh Ja)ke HH(GOPMALHUIO O TOM, KaK Bbl U Bally OJIM3KHe IIaHUpyeTe
MPOBECTU KAHUKYIJIbI;

3. 3amumiaiiTe CBOIO PEMyTaLHIo - JEpXKUTE ee B YHCTOTe M 3aiaBaiite cede
BOIIPOC: XOTesd Obl BB, 4TOObI Apyrde IMOIb30BATeIM BMAEIH, YTO BbI 3arpyxaere?

[Tomymaiite, Ipesxae 4eM 4TO-TO OIyOJIMKOBATh, HAITUCATD U 3arPy3HTh;



4. Ecau BBl TOBOpUTE C JIIOJbMH, KOTOPBIX HE 3HAETE, HE UCIIONBL3YHTE CBOE
peasbHOe UMsI ¥ APYTYIO JIMYHYIO HH()OPMALUIO: UMSI, MECTO KUTEJIBCTBA, MECTO pabOTHI
(y4eOn1) u mmpouee;

. N36eraiite pa3memenus pororpaduii B FIHTepHeTe, I/1e BBl H300pakeHbI Ha
MECTHOCTH, 110 KOTOPOU MOXHO OIPeIeUTh Ballle MECTOIOJIOKEHUE;

6.  Ilpu perucrpanuu B COUAIBLHON ceTH HEOOXOIUMO UCIIOIB30BaTh CIOKHbIE
[IapOJIH, COCTOSIINE U3 OYKB M LIU(P U C KOJIHMYESCTBOM 3HAKOB HE MeHee §;

7. Jlnsa couuanbHON CeTH, MOYTHI U APYTUX CaHTOB HEOOXOIUMO HUCIIOJIb30BaTh
pasuble naposid. Torma, eciau Bac B3JIOMArOT, TO 3JOYMBILUICHHHKH IOJIYyYaT JOCTYII
TOJIBKO K OJJTHOMY MECTY, & He BO BCe cpasy.

JIEeKTPOHHbIE NeHbI'H

ONeKTpoHHBIE AEHBI'M — 3TO OYeHb YIOOHBIM CIOCOO IUIaTeXxeHd, OIHAKO
CYILLIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTST MOJYUYUTh 3TH I€HBIH.

DJIEKTPOHHBIC [E€HbI'M MOSIBIJIUCH COBCEM HENAaBHO W HMEHHO H3-3a HTOr0 BO
MHOI'MX ['OCYJapCTBaxX 0 CHUX IOp He MPONMCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHM (YHKIMOHUPYIOT U O HUX Y)K€ IPOITHUCAHO B 3aKOHE, Ile UX
pasleisAroT Ha HECKOJIBKO BUAOB - aHOHUMHBIE U He aHOHMMHBIE. Pa3Huna B TOM, 4TO
AQHOHHMMHEIE - 3TO T€, B KOTOPBIX Pa3peLlaeTcs IPOBOUTE ONepaluu 0e3 HIeHTU(DUKAI[UN
NOoJb30BaTeNlsl, a B HE AQHOHUMHBIX HACHTU(PHUKALUKA T[IOJTH30BATES  SIBJISETCS
00s13aTEIBbHOM.

Taxxe cienyer pasnuyaTh  JJIEKTPOHHBIE  (uaTHbBIE  JA€HBIU  (paBHbI
FOCYJJapCTBEHHBIM BaJllOTaM) M JJIEKTPOHHble HeduaTHble JOE€HbI'W (HE paBHBI
roCy/1apCTBEHHBIM BAJIFOTaM).

OcHoBHbIE cOBeThI 110 0e30nacHOH padoTe ¢ 3JIeKTPOHHBIMH I€HbIaMH:

L [TpuBspkuTe K cueTy MOOUITBHBIN TesieOH. DTO caMblil y 10OHBIN U OBICTPHIH
C1I0c00 BOCCTAaHOBUTH IOCTYTI K cueTy. [[puBsi3aHHBIN TeaedoH MOMOXKET, eclid 3a0y1eTe
CBOM MIATE)KHBIN MapoJIb WM 3aiIeTe Ha CAUT ¢ HE3HAKOMOI'O yCTPOMCTBA;

2 Hcnone3yiiTe omHopa3oBble MNapoiu. llocie mepexoma Ha YCUIIEHHYIO
aBTOpHU3allMI0 BaM YxXe He OyJeT yrpo)kaTb OIACHOCTb KpPaKHU WM IlepexBara
IJIATEXXHOrO IapoJis;

& BreiGepure croxHbd maponb. [IpectymHukaM OyzneT HENpOCTO yraaarth
CIIOKHBIHA Maposib. HaexHble maponu — 3TO Naposid, KOTOpbIe CoAepXkKar He MeHee 8
3HAKOB M BKIIIOYAIOT B ceOs CTPOYHBIE U IPOIMUCHBIE OYKBBI, LGPl U HECKOJIBKO
CHUMBOJIOB, TaKue KaK 3HaK JloJuiapa, (pyHTa, BOCKJIHMLATENbHBIN 3HaK U T.11. Hanpumep,
StROng!;

4. He BBOMTE CBOM JIMYHBIE TaHHBIE Ha caiiTaX, KOTOPBIM HE JIOBEpsieTe.



)JIEeKTPOHHAS MOYUYTA

DJeKTpoHHAs IMOYTa — 3TO TEXHOJIOTHS U IPEJOCTABISEMBIE €0 YCIYrd IIO
IIEPECHUTKE U TOJIYyYSHHIO 3JIEeKTPOHHBIX COOOIIEHMH, KOTOpBIE DACIpenessioTcs B
KOMIIBIOTEPHOM ceTd. OOBIYHO 3J€KTPOHHBIA MMOYTOBBIA SIIHMK BBIMIAAUT CIIENYIOIINM
00pa3oM: UMsl_TI0JIb30BaTesI(@uMs_oMeHa. Tarke KpoMme nepeady MpocToro TeKera,
MMeeTCs BO3MOKHOCTE TlepeiaBaTh (amIbl.

OCHOBHbIE COBETHI 110 6€30IaCHOi paGoTe ¢ 3JIEKTPOHHOM MOYTOM:

iy Hano BBIOpaTh MNpaBWJIbHBIM IOYTOBBIH cepBuc. B IHTepHeTe ecTh
OrPOMHBIN BBIOOp OECIIATHBIX IOYTOBBIX CEPBHUCOB, OJHAKO JIy4IIE HOBEPSTH TEM,
KOTOPBIX BBI 3HAETE U KTO U3 HUX IEPBbIN B PEUTHHIE;

2 He ykaspiBaiiTe B IMIHOM [T0YTe JIMUHYI0 HHGopMaruio. Hanpumep, srydine
BBIOPATh «MY3BIKAIBHbINA (aHaT@» win «pok2013» BmecTo «pomal3»;

-4 Hcnone3yiiTe NBYXSTAIHYIO aBTOPHU3ALUIO. JTO KOrAa IIOMHMO IapoJisi
HY>KHO BBOAUTH KOJ, IIPUCHIIAEMBIH 110 SMS;

4. BrIGepHTe CIOKHBIN ITapoib. JJIs KaXI0ro MOYTOBOIO ALIMKA JOJDKEH ObITh
CBOM HAJEXHBIN, YCTONYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOXHOCTH HaIKcaTh CaMOMY CBOM JIMYHBIA BOIIPOC,
HCITI0JIb3YHTE 3TY BO3MOXKHOCTb,

6. Hcnonb3yiiTe HECKOJNBKO IOYTOBBIX SAIMMKOB. IlepBbId Uit 4acTHOH
[EPEeTHCKU C aJpecaraMy, KOTOPBIM BBI JIOBEpsAeTe. DTOT 3JIEKTPOHHBIN apec HEe Halo
HCIIONL30BATh [P PETUCTPAIMK Ha popyMax U canTax;

2 He oTkpeiBaiite (haiiipl U ApyrHe BIOXKEHHS B IMHCbMaxX AaXe €CIM OHU
IPUIILTA OT BallMX Apy3ei. Jlydine yTouHH, OTIPaBILIIH I OHU BaM 3TH ¢aiinsr;

8. [Tociie OKOHYaHHS pPa0OThl HA IIOYTOBOM CEpPBHICE IE€pel 3aKpPhITHEM
BKJIAJIKU C CAaliTOM He 3a0y/IbTe HaXkaTh Ha « BRIATIY.

Knﬁepﬁvmmnr HJIM BHPTYaJbHOE H31eBaATC/IbCTBO

Ku6epOyIiHr — MpeciieJOBaHUE COOOIIEHUSIMY, COIEePKAUMU OCKOpOJIEHN],
arpeccHo, 3alyrWBaHKe; XyJIHTaHCTBO; CONMANbHOE OOMKOTHPOBAaHME C MOMOLUBIO
pa3IMuHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBEThI 10 0opbrie ¢ KHOepOy I THHIOM:

L He O6pocaiitece B 6oif. YcmokokTech. Eciu BBl HayHETE OTBEYATh
OCKOPOJIEHUSIME Ha OCKOPOJIEHHS, TOIIBKO OOJIBIIIE PA30XKIKETE KOHGJIUKT;

2. Yupasisiite cBoeil kKuOeppemnyTanuen;

2 AHOHHUMHOCTB B ceTd MHMMast, CyIecTBYIOT CIIOCOOBI BHISICHUTE, KTO CTOUT

3a AHOHUMHBIM aKKayHTOM;



4. He crout Bectn XynuraHckuii oOpa3 BHUpPTyajbHOW >XU3HU. MHTepHer

¢bukcupyer Bce BallM JEHCTBUS W COXpaHsSeT HX. YNaluTh HX Oyaer KpaiiHe

3aTPYAHUTEIIBHO;
5. Benure cebs BEXKIMBO;
6. WrHopupyiiTe equHH4YHBIA HeraTuB. (OIHOPa30BBIE OCKOPOUTENBHBIC

COOOIIEeHHs Jydlle UrHOpupoBaTh. OOBIYHO arpeccus NPeKpallaeTcs Ha HavalbHOU
CTa/IuH;

it Orpangure IOCTYIl arpeccopy. B mporpammax oOMeHa MIHOBEHHBIMH
COOOIIEHHUSMH, B COLMAIBHBIX CETAX €CTh BO3MOXHOCTh OJIOKMPOBKH OTIPaBKH
COOOILIEHUH C ONPEAETICHHBIX aIpECOB,;

8. Ecau Bl cBHETENb KHOepOyuiMHra. Bamm nedcTBUs: BRICTYIIUTH ITPOTUB
nmpecienoBaTess, IoKa3aTb €My, YTO €ro JEeWCTBHsI OLICHUBAIOTCA HEraTUBHO,
IIOJIIEPXKATh )KEPTBY, KOTOPOH Hy XHa [ICHXOJI0rHYeCKast IOMOIL.

MoOuJabHBbINA TeJ1ehoH

CoBpemenHble CMapT(OHBI ¥ IUIAHIIETHl COAEPXKAT B cebe BIIOJHE B3POCIILIM
(QYHKIIHOHAT, ¥ TeTlepb OHU MOTYT KOHKYPHPOBATh CO CTAlIHOHAPHBIMH KOMIILIOTEPAMH.
OHaKO, CPEJCTB 3ALIUTHI JJIs TOZOOHBIX YCTPOMCTB IIOKa OYeHb Mao. TecTHpoBaHHe U
TIOMCK YSI3BUMOCTEH B HHUX IIPOUCXOAUT HE TaK MHTECHCHBHO, KaK Ui ME€PCOHAIBHBIX
KOMIIBIOTEPOB, TO XKe CamMoe KacaeTcss © MOOMILHBIX IIPUIIOKEHHH.

CoBpeMeHHbIe MOOWIbHBIE Opay3ephl yKe MPaKTHYeCKH JOrHaIHM HAacTOJIbHBIC
aHAJIOTH, OJHAKO paclivpeHre (QYHKIHOHATA BIe4eT 3a COOOH OOJBIIYIO CIIOKHOCTD U
MEHBIIYIO 3alUIIEHHOCTb.

Jlateko He BCe IPOU3BOMWTEIM BBITYCKAOT OOHOBIEHHs, 3aKpbIBalOIINe
KPUTHYECKHE YSI3BUMOCTHU JUIsl CBOMX YCTPOUCTB.

OCHOBHBIE COBETHI 1JIs1 0€30MACHOCTH MOOH/ILHOTO TeJie(pOoHa:

1. ByabTe OCTOPOXHBI, BE[b KOTa BaM IMpeiararoT OecIUIaTHBIM KOHTEHT, B
HEM MOTYT OBITH CKpPBITBI KAKHE-TO ILIATHBIC YCIIYI'H;

2. Jlymaiite, mpexae 4eM OTIIPAaBUTh SMS, doto unu Bueo. Bel TOYHO 3HaeTe,

r7ie OHU OYIyT B KOHEYHOM HTOTre?

3. Heo6x011M0 OGHOBIIATH ONEPALMOHHYIO CHCTEMY Ballero CMapT(oHa,;
4. Vcrons3yiiTe aHTHBUPYCHbIE [IPOrPaMMBI 71l MOOHIIBHBIX TENE(HOHOB;
5.  He 3arpy»aiiTe NpHJIOXKEHHUs OT HEU3BECTHOI'O UCTOYHUKA, BEJIb OHM MOT'YT

coJiepKaTh BPEJIOHOCHOE [TPOrPaMMHOE 00eCIeYeHHE;
6. [Tocie TOro Kax BEI BBIIJIETE C CaliTa, Tjie BBOAWIN JIMUHYIO HH(OPMAIIUIO,

3aliIUTe B HACTPOUKK Opay3epa u yxanu cookies;



7. Ilepuonuueckn mposepsiiTe, Kakue IIaTHBIE YCIYTH aKTUBHUPOBAaHBI HA
BallleM HOMepe MOOMIIBHOTO Tejie(hoHa;

8. JlaBaiite cBOIt HOMep MOGHJIEHOIO TelIe(poHa TOJIBKO JIFOAAM, KOTOPBIX BbI
3HACILTE U KOMY JIOBEPSIETE;

9. Bluetooth nmomken GbITh BBIKIIFOYEH, KOrHa BBl UM He nosns3yerecs. He
3a0bIBaliTe HHOI A IPOBEPSTD 3TO.

DUINHHT HIH KpasKa JIHYHbIX JaHHBIX

I'aBHast Lenb huumHra - Bujga VIHTepHET-MOIIEHHUYECTBA, COCTOUT B IOJIyYeHUH
KOH(U/ICHIIUATBHBIX JaHHBIX I10JIb30BaTeN el — JOTHHOB napojei. Ha anrmuiickom
Asblke phishing 4nraercs kak ¢ummnr (or fishing — pbIOHas JoBisA, password —
NapoJib).

OcHoBHbIE coBeTBI 10 GOpLGE ¢ PHIIHHIOM:

1. Cnenure 3a cBoum akkayHTOM. Eciu BBI IOm03peBaeTe, 4To Balla aHKeTa
Obla  B3MOMaHa, HEOOXOAMMO 3a6IOKHPOBATH €€ W COOBILIUTD aJIMHHHACTPATOpaM
pecypca 06 5TOM Kak MOXHO CKOpee;

. Hcnone3yiite GezonacHble BeG-CailTbl, B TOM YHCIIe, HHTEPHET-MAra3HHOB K
IIOMCKOBBIX CHCTEM;

3. Hcronb3y¥ite crnoxHble ¥ pasHble mHapond. Takum oOpazom, eciu
3IOyMBIIINICHHUKY B3JIOMAiOT Balll aKKayHT, TO IOJY4aT HOCTYI TOJNBKO K OJHOMY
BallleMy IIPOMUIIIO B CETH, a HE KO BCEM;

4. Ecin Bac «B3noMamm», HEOOXOAMMO MpemyIpemuTs o6 5TOM Bcex
3HAKOMBIX, KOTOpbIe H00aBJIEHbl y Bac B APY3bsX, TaK KaK, BOSMOXKHO, WM OT Balllero

NMCHHU 6}7ﬂeT pacChlIaThCs CIIaM U CChLIIKH Ha (1)I/IH_II/IHFOBBI€ CaﬁTBI;

v Ycranosute HanexHpli mapons (PIN) Ha MOOUIBHBIH TetedoH;
6. Orxiro4nTe coxpaHeHue mapolis B 6paysepe;
7. He oTkpeiBaliTe (aiiibl U Opyrue BIOKEHHS B MHCBMax AaXe eCiyd OHU

NPULLIH OT BaIMX Apy3el. Jydile yro4yHnuTe, OTIIPaBIISsLIH JIK BaM 3TH (aiiibl.



